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1. BBEOEHWVE

B gaHHOM JokymeHTe onuchbiBaeTCcH ycTaHoBKa W HacTporka npunoxenns CTI Scripting.

1.1. HasHa4deHuve npunoxeHus

Mpunoxenne CTI Scripting npegHasHavyeHo AN NoBbIWeHUS 3¢hdeKTMBHOCTM NpoLecca co3faHus CueHapueB
0bCnyXMBaHWSA KMMEHTOB B KOHTAKT-LEHTpax opraHusaumii. Nog adpekTMBHOCTLI0 MOHUMAaETCS:
e CoKpalleHne CpokoB mexay dopmanusaumen busHec-noTpebHOCTN Co34aHnsA/M3MEHEHNS CLEHapUs
obcnyXnBaHWs 1 ero BHeApPeHVEM;
® YMeHblUeHWe TpeboBaHWN K KBanuMdmkauuyM COTPYOHWKOB, MPOBOASALLIMX M3MEHeHWss B Ou3Hec-4ac
cueHapueB (MpM HanNUCaHWM CUeHapus He [OoSKHO TpeboBatbes 3HaHui SQL, Web-cepBucos,
apXUTEKTYPbl MHCIOPMALIMOHHBIX CPEACTB M KOHKPETHBLIX AeTanein NOAKIOYEHNS K HAM);
® YMeHbLLEHNE CTOMMOCTV NPOEKTOB MO BHELPEHUIO.

MpoayKT NnogaepXvMBaeT co3faHne ABYX BUOOB CLEHApUEB:
1. CueHapueB camoobcnyxumnsarus IVR.
2. CueHapveB 06paboTki 3BOHKA 4151 ONEepaTopoB KOHTaKT-LEHTpa.

1.2. Cornawenust n ycrioBHble 0603Ha4YeHUs

YCJIOBHbLIE OBO3HAYEHVA B JOKYMEHTE

* HassaHuna aneMeHToB MHTepderica (Ha3BaHWS NYHKTOB MEHI0, KHOMOK W Np.) BbiAENeHbl MOMYXUPHbIM
wpudotom (Hanpumep, OK);

¢ B3aumooTHOLLEHUS MexXay ABYMs dparmMeHTaMmu TeKCTa, Npy KOTOPOM MOXKHO OCYLLLECTBNATL ObICTPbIN
nepexon OT O4HOro parMeHTa K Apyromy, NOMeYeH CTUNEM rMNepCChinky;

® 3OnemeHTbl koga, NepemMeHHble, MPorpamMMHbIE COCTaBMSAOLL ME BbiAENEHbI TakuM LpUGTOM.

1.3. TexHnyeckas nognepxka n 4OKyMeHTaums

KOHTAKTHAA NHOOPMALINA

C Bonpocamu no ucnonb3oBaHuto npogykta CTl Scripting, noxenaHMaMy Unm NpeariokeHns MK, CBSXUTECH CO
cneumanictamum komnaHum CTI:

¢ OneKTpOoHHbIN agpec cnyX6bl nogaepxkn - support@cti.ru;
e dopma 3anpoca no 3NEeKTPOHHOW nouTe B cnyx0by nogaepxku - http://www.cti.ru/ru/contact us/.

JOKYMEHTAUMA KMPOOYKTY

MonyunTs gokymeHTaumto Kk npogykTty CTI Scripting MoxHO crnegytow uMm cnocobamu:
¢ OOpatMTbCH B CMyX0y TeXHNYECKON NOAAEPKKY;
¢ CkonupoBaTtb KOMMNIMEKT AOKYMEHTOB C YCTaHOBOYHOroO AUCKa;
® YCTaHOBUTL KOMMMEKT AOKYMEHTOB C MHCTaNnsATopa.

COCTAB KOMITIEKTA JOKYMEHTOB CTI SCRIPTING

Cuctema CTI Scripting 2.0 Bknto4yaeT B cebs crneayroLuin KOMMNEKT JOKYMEHTOB:
¢ Pykosogctso agmuHucTpatopa - "CTI.Scripting. AppAdminGuide. pdf*;
e PykosogcTBo nomnb3oBatens - "CTl.Scripting.UserGuide. pdf";
¢ Onucanne npoaykta - "CTI.Scripting.ProductDescription. pdf';
e 3amevaHusa k Bepcum - "CTI.Scripting.ReleaseNotes.pdf";
* WHcTpykums no yctaHoBke CTI Scripting.

1.4. KoMmnnekT noctaBKku

B COCTAB MNMPOOYKTA CTI SCRIPTING BXOOAT:

1. MNMakeT goKyMeHTaumm No NPOAYKTY- AupekTropus doc;

2. TakeT cpynToB pa3BEépTbiBaHUs (kak 6a3bl aHHbIX, Tak U BCex cnyx0) - aupektopus Deploy;
3. MakeT cogepxawun MO Ana ycTaHOBKM N LEH3UN - AmupekTopus licensing;

4. MakeT onsa yctaHoBku aononHutensHoro MO - gupekTopus tools (migrate.exe)
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5. MakeT cogepxallnii HcTanaTopbl Mmogynsa Rewrite - aupekTtopusa UrlRewrite (rewrite_amd64,rewrite_x86);
6. MakeTbl cogepxalime HeobxoguMMble KOMMOHEHTHI Ans yctaHoBku cnyx6 CTI Scripting - aupektopum c
Ha3BaHMAMM CNyx0.
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2. TPEBOBAHNA K CUCTEME

2.1. JlnueHsmpoBaHve

Cuctema CTI Scripting noogepxvneaeT ABa TMna NMUEH3UN AN afMUHUCTPATUBHOIO MHTepdelica:
e Editor - NMMUEH3KsA AAET NonHbIn JocTyn k cucteme CTI Scripting;
® Viewer - NMUEH3MS BKMoYaeT 6a3oBy0 BEPCUID, perfaMeHTUpy oL Y0 crieaytolne dyHKUUM CUCTEMBI:

® [MpocmoTp cueHapues;

3anpeT Ha npocMoTp dopMm;

PepnaktmpoBaHue 3anpocos;

3anpeT Ha co3iaHue HOBbIX 3arpocoB;

3anpet Ha co3faHune HoBbIX opM;

3anpeT Ha co3iaHue HOBbIX CLIEHapWEB;

3anpeT Ha pefaKkTMpOoBaHue CLIEHapUEB;

Bo3amMoXHOCTb yaaneHue cueHapuves;

Bo3MOXHOCTL MMMopTa CLeHapueB;

Bo3MOXHOCTb aKCMNOpTa CLEeHapueB;

Bo3MoxxHOCTb NyGnmkaumm cueHapues;

B0o3MOXHOCTL yaaneHus 3anpocos.

B cnyyae nepexona Ha NpogyKT BEpCUM Bbllle, HEOOX04MMO OGHOBUTL dhaiin NMLEH3NI B AUPEKTOPUMN.

2.2. TpeboBaHus Kk annapaTHOMy obecrneyeHmo

TpeboBaHMsa K annapatHoMy obecneyeHuio paccyMTbIBAOTCS Mcxoas 13 TpeboBaHWMA K NPOM3BOAUTESNIBHOCTU
peweHus. [Ins pac4éta TpeboBaHUi UCMOSb3YHTCA CrieaAyoLue BXoasi e napameTphb:

CPS - Call Per Second;

SS - 4yncno ogHOBPEMEHHLIX CECCUN;

SKT - cpoKk XxpaHeHusi CTaTUCTUKK (MecC.);

QPS - Query Per Second QPS=1,2-CPS.

B T1abnuue npegctaBneH pacyér TpeboBaHUM K annapatHOMy OOecnevYeHuto ANs KOMMOHEHT peLleHust.
KoMMoHeHTbI MOryT ObITb MOCTaBIEHbI KAk BMECTe, TaK U MO OTAENbHOCTU:

KOMMOHEHTb PELIEHV A RAM HDD, QPS HDD, OB bEM
oc 10

1Gb 1 80Gb
MS SQL Server 2Gb 0,5+0,5-QPS 10+20-QPS 10Gb+5Gb+QPS-SKT
MopTan ynpaBneHus pelieHnem 0,5Gb 0,5 10 10Gb
Engine, VXML Server 0,5Gb+4MbsSS  0,5+1-QPS 10+10-QPS 30Gb
Wroro: 4Gb+4Mb+SS 2,5+1,5CPS 40+30-CPS 130Gb+5Ghb-QPS+SKT

TPEBOBAHNA K AMCKOBbIM MACCUBAM

e <= 70I0PS - SATA (2xRAID 1);
¢ <=170I0PS - SAS 15K (2xRAID 1);
o <=270l0PS - SAS 15K (4xRAID 10.

2.3. TpeboBaHusa Kk nporpammHomMy obecneveHuno

TPEGEOBAHUA K CEPBEPY MPUNOXEHWN U B[

e Windows Server 2008, 2008 x64, 2008 R2;
e Windows Server 2012, 2012 R2;

e Mogynb URL Rewrite 2.0 gna IIS7.

TPEGOBAHNA K EPAY3EPY

Ona obpawenns k dyHkumam npunoxennss CTl Scripting, Ha pabodeli CTaHUMM KIMEHTa [LOMMKEeH ObiTb




yCTaHOBIIEH UHTEPHET Bpay3ep, COOTBETCTBYIOLLL I CneayoLw um TpeboBaHNsaM:
¢ Internet Explorer 9 n Bbiwe;
e Firefox 22 u BblLwLe.

TPEBEOBAHWA K CEPBEPY B[]

e Microsoft SQL Server 2008, 2008 x64, 2008 R2;
e Microsoft SQL Server 2012, 2012 R2.

MNOJIb3OBATEJIbCKAA CPEOA

¢ Hannuue Active Directory.

2.4. Topsapok yctaHoBKU PelueHuns
COCTAB PELWLIEHN A CTI SCRIPTING:

1. Basa ganHbix CTI Scripting;

2. ApmunHucTtpaTtuBHoe npunoxexuve IS (WebApp, WebAPI);

3. Cpeabl Bpemenu BbinonHeHusa (Agent RTE, IVR RTE);

4. UcnonnutenbHble cuctembl (VXML Server ans cueHapmes IVR n WebApp ansa areHTckux cueHapuves).

PelleHre MoXeT GbiTb YCTAaHOBNEHO Kak Ha 1 cepBep, Tak M Ha HECKOSbKO pasnnyHbiXx cepBepoB (Basa
[AaHHbIX OTAEeNbHO, CIyXObl OTAENbHO).

MOPA0OK YCTAHOBKW PELLEH/A CMELYOLWNIA:

1.  CospanTte nonb3oBaTeriei ykasaHHbIX B pasgerie «YUETHble 3anucu Ansg YyCTaHoBkM PelieHunsy;

2. TpoBegute HeobxoauWMble MOArOTOBUTENbHbIE OMNEpaLMM Ha KaXAOM cepBepe MNPUINOXKEHUA 1©
Kaxxgom cepsepe b/;

3.  YctaHosute B[] CTI Scripting;

4. YcTtaHoBUTE CNy>Obl HA KaXKAbIN CEPBEP MPUIIOKEHWUIA;

2.5. Y4éTHble 3ancy ons yCTaHOBKU peLLeHus

Heobxoammo co3gate gomeHHyto rpynny AD Hanpumep - ctiScriptingUsers. B a1y rpynny tpebyetcs
nomMellaTts BCex nornb3oBatenei, pabotarowmnx ¢ npunoxeHnem CTI Scripting. (agMuHUCTpPaTOp NPUNOXEHWS,
pyKkoBoauTenu nogpasgeneHuns, pegaktopbl ckpuntoB). PasgeneHue no ponam ((aAMUHUCTPATOP MPUMOXKEHWS,
pyKoBOAMTENVM MOApasferieHnsl, pPenakTopbl CKPWMTOB) MPOM3BOAWUTCS  BHYTPM  MPUIOXKEHWA  4epes
agMUHUCTPATUBHBIN MHTEpdeinc.

[na passepTbiBaHuA PelwweHns HeobxooMmo HACTpOWTL yYeTHble AaHHble MOofb3oBaTernien npuvBeAeHHble B
Tabnuue.

Y3 ansa sve-cti-adm Y4yétHasa 3anucb ONs MPOBELAEHUSA YCTaHOBKM npoAykta. [ormkHa
npoBegeHus BXOQUTb B rpynny agMUHUCTPATOPOB Ha BCEX CepBepax peLleHus.
yCTaHOBKM

Y3 gna  nynos swvc-cti-web YuéTHasa 3anucb nopg, kotopow paboTatoT cryx6bl CTI Scripting (IIS u
NPUIOXEHUN " WCFAgentSenice (Agent RTE). JomkHa umets npasa Ha uvteHue/
cnyx6 3anvchk Ha nanku Logs B crieqyroLnx Mecrax:

C:\ProgramFiles(x86)\CTN\CTI Scripting\WCFAgentSenice\Logs;
C:\inetpub\wwwroot\WebApi\Logs
C:\inetpub\wwwroot\WebAppSenice\Logs Ha o00oux cepBepax
npunoxexHun. [omkHa nvets npaea db_datareader n db_datawriter
ana B CTI Scripting yctaHoBneHHon Ha cepBepax B[]. 3w npaBa
Bbl4AOTCA TOMbKO MOCHE YCTAHOBKN KOMMOHEHT NpoAyKTa.

Y3 ansa sve-cti-scr Y3 ana pabotel ¢ B[, (agMuHucTpaTop npunoxeHus). JormkHa ObiTb
afMUHUCTpaTopa nomewieHa B rpynny AD ctiScriptingUsers u umet npaBa Ha
NPUNOXeEHNS NPOCMOTP CnMcKa nonb3oBaterien 3Ton rpynmeoil.
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Tun y4€THbIX 3anucen ana cny6 n agMuHUCTpaopa npunoxeHun pekomegyetcss AD, Ons yCTaHOBKM MOXHO
MCNonb30BaTh NoKkanbHbIe YYETHbIE 3anMcCy agMUHUYCTpaTopa cepeepa.
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3. lNpoBeneHne NoaroToBUTESNbHbLIX Onepaumi

3.1. CepBep 6a3 gaHHbIX

MEPEN YCTAHOBKOW HEOBXOAVMO MPYUBECTW CEPBEP BA3bl JAHHBIX B COOTBETCTBME CO CIEQYIOLWWMA
TPEBOBAHV AMA:

1.
2.
3.

2

OnepaumnoHHasi cuctema MpoLLria npoueaypy akmseaumm.

YcTaHoBMEHbI BCe akTyarbHble 0bsi3aTenbHble 0OHOBMNEHWS A1t ONepaLyoHHON CUCTEMBbI.

Y4yetHast 3anucb nonb3oBaTens Mporpammbl YCTaHOBKM (svc-cti-adm) gobaBneHa B riokarbHyH
rpynny agMUHUCTPATOPOB.

Ha cepBep 6asbl gaHHbIX [OrkeH Oblb ycTaHoBneHa CYB MS SQL Server, B KoTopon
yCTaHOBIEHbI U HACTPOEHBI KOMMOHEHTHI:

Database Engine: Database Engine Senices;

Management Tools: Management Tools — Basic, Management Tools - Complete.

Mpn yctaHoBke CYB[], oormkHbl ObiTb BbIOpaHbI criegyoLl e napaMmeTphbi:

Pexum ayteHTMdmkaumm Beibpats Mixed mode (SQL Server and Windows Authentication mode).
[obaBuTb y4yeTHy0 3anucb MOMnb30BaTeNs NporpaMmbl YCTAaHOBKM B Tpynny agMuHMcTpaTopoB SQL
cepsepa.

YcTaHosneHo npunoxexus Windows PowerShell ISE.

3HayeHve napametpa ExecutionPolicy (nonvtuka 6esonacHoCTV ANs BbINOMHEHUst ckpuntoB) Power
Shell gna wctouHmkoB ckpunta CurrentUser n LocalMochine pomkHo ObiTb yCTaHOBRMEHO B
Unrestricted.

3.2. CepBep npunoxeHum

MEPEN YCTAHOBKOW HEOBXOA VMO MPUBECTWN CEPBEPHI MPUTOX EHUIA B COOTBETCTBME CO CIEQ YO MA
TPEBOBAHV AMA:

1.
2.
3.

OnepauunoHHas cuctema Windows npoluna npoueaypy akmvsaumn.

YcTtaHoBneHa pornb File and Storage Senvices.

YctaHoBneHa porib Web Server, B KOTOpPOW YCTaHOBIEHbI KOMMOHEHTLI (nometka «all» o3HadaeT
YCTaHOBKY BCEX COCTaBISAOLLUX KOMMOHEHTA):

Common HTTP Features (all);

Application Development (all);

Health and Diagnostics: HTTP Logging; Logging Tools;

Security (all);

Performance (all);

Management Tools (IS Management Console, IS Management Scripts and Tools, Management
Senice).

YcTtaHoBneHa Feature HTTP Activation 1 Heobxoaumble ANt Hee KOMMOHEHTbI
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Select features

Before You Begin
Installation Type
Server Selection

Server Roles

Select one or more features to install on the selected server,

Features

{+ [M] MET Framework 3.5 Features (1 of 3 installed) —
4 [m] MET Framewark 4.5 Features (4 of 7 installed)
MET Framework 4.5 (Installed)
[Vl ASP.MET 4.5 {Installed) a

|:| Mamed Pipe Activation
[] TCP Activation
TCP Port Sharing (Installed)
o] Background Intelligent Transfer Service (BITS)
[] Bitlocker Drive Encryption
[] BitLocker Metwark Unlock
[] BranchCache

— - [ W

<] " HE

< Previous | | Mext =

5. YctaHoeneHa Feature Windows Identity Foundation 3.5

14
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10.
11.
12.
13.
14.
15.
16.

= Adld Roles and Features Wizard == -

" DESTIMATION SERVER
S e | ect fe atures s-crmi3-bek-01.t-intemal besru
Before You Bagin Select one or more features to install on the selected server,
Installation Type Features Description
Server Selection - .NET Framework 3.5 combines the

ME B i imi
oles (] SME Bandwidth Limit power of the .NET Framework 2.0

_ [] SMTP Server APls with new technologies for
1 SN Serice ouilding appiications tat offer

appealing user interfaces, protect

Telnet Client i i

[ Telnet Clien your customers' personal identity
[[] Telnet Server information, enable seamless and
[] TFTP Client secure communication, and provide
[m] User Interfaces and Infrastructure (2 of 3 installed) the ability to model a range of

business processes.
[] Windows Biometric Framewark

Windows Feedback Forwarder

O
¥| Windows ldentity Foundation 3.5 {Installed)
[] Windows Internal Database

Windows P rShell (3 of 5 installed)

[
[ Windows Search Service

< m >

< Previous Mext » Install Cancel

BkntouéH IIS.

Ona IS pgomkHa ObiTb BKAOYMEHa npoBepka nogmuHHHocTM Windows M aHOHMMHas npoBepka
NoaIMHHOCTY;

3anyweHbl cnyxobl IS Admin n World Wide Web Publishing

YCcTaHOBMEHbl BCe akTyamnbHble o00si3aTenibHble OOHOBMEHUs ANs  OMepauMoOHHOM  CUCTEMBbI.
HeobsazaTtenbHo.

YcTtaHoBneHo .net framework 4.5 vnu Belwwe.

YcTtaHoneH mogynb URL Rewrite 2.0 gnsa IIS.

YcTtaHoBneH nokansHo Web Platform Installer.

O6HoBMeHbI pacnpocTpaHsemble nakeTsl Visual C++ gns Visual Studio 2013.

YcTtaHoneHo npunoxexHua Windows PowerShell ISE.

YcTtaHoneH Node.js.

[na napameTtpa ExecutionPolicy (nonutvka 6e3onacHoc™ ans BbinonHeHus ckpuntoB) Power Shell
Ana uctodHmnkoB ckpunta CurrentUser 1 LocalMochine gomkHo 6bite ycTaHoBneHo B Unrestricted.

HA CEPBEPE MPUJOX EHUIA TPEBYETCS OTKPbITb CINEQYHOLWW E MOPTH:

e 5012 - Homep nopta gna Web Admin. Heobxoamnmo oTkpbITs nopT B firewall;
e 5013 - Homep nopta ana Web API;
e 5014 - Homep nopta gna Web APP.
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3.3. NicxogHoe cocTtosiHe cepBepoB nepesn yCTaHOBKOW
B PE3YJIbTATE BbIMNOSTHEHN A MOATOTOBU TENbHbLIX OMEPALMIA AOIMK EH BbIThb MONMYYEH CNEAYOWWIA PE3YNBTAT:

1.
2.
3.

&

2

®

YcTtaHoBneH .net framework 4.5 Ha Bcex cepBepax NpUIoXeHuN;

YcTaHoBINEH (BKMHOYEH) cepBep npunoxeHui IS Ha cepBepax NpuUnoxeHui;

Ha cepBepax npunoxenun ans IS BkniodeHa npoBepka nognvMHHHoc Windows M aHOHWMHas
npoBepka NOANMHHOCTY;

Ha cepBepax npunoxeHun yctaHoBrneH mogynb URL Rewrite 2.0;

Ha cepBepax npwunoxeHun BkmtodeHa onupus «Windows Communication Foundation HTTP
Activationy;

Ha cepBepax npunoxeHui yctaHoBneH Web Platform Installer;

Ha cepBepax npunoxeHnii un cepBepax YycTtaHoBneHsl Windows PowerShell 2.0 u Windows
PowerShell ISE;

Ha cepBepax npunoxeHuin pacnpocTpaHsiemble nakeTsl Visual C++ ans Visual Studio 2013;

Ha cepBepax npunoxeHun yctaHoBreH Node.js.
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4. YCTAHOBKA CTI SCRIPTING

PeweHne MoxeT ObiTb YCTAaHOBMEHO Kak Ha 1 cepBep, Tak U Ha HECKONMbKO pa3nunyHbix cepBepoB (basa
OaHHbIX OTAEeNbHO, CNyX6bl 0TAENBbHO).

YcTaHoBKa npoussoauTtcs oT Y3 ¢ npaBamu agMuHUcTpaTopa (CM. YYéTHble 3anvucu ANS YyCTaHOBKW pellieHns).
YcTaHoBKa Npov3BOAUTCS NOKanbHO. ApXuB AUCTpMOYTVBa pacnakoBbIBAETCS Ha NOKanbHbIA AUCK cepBepa B
aunpektopuio C:\CTI_Scripting_Setup. [1na ycTaHoBKu:
1. 3anycwrte npunoxenne Windows PowerShell ISE ¢ npaBamu agmwuHuctpatopa. [punoxeHue
3anyckaetcsi u3 meHto: Accessories -> Windows PowerShell => Windows PowerShell ISE.
2. Tlepenigute B QUPEKTOPUIO YCTaHOBKW BbINOIHUB KOMaHAy

Cd C:\CTI_Scripting_Setup\Deploy

[anee crnegyet OTKPbITb CKPUMNT YCTAHOBKMU U 3aaTb NapameTpbl YCTaHOBKWU. MapaMeTpbl yCTaHOBKM
npuBeaeHbl B pasaernax Huke.

Ha cepsepe B[] Heobxoaumo BbinonHUTL ckpunt deployDB.ps1

Ha cepBepe npunoxeHunii He06xo4MMO BbINOSHUTL CKPUMTHI

deployDesigner.ps1 - Ansi ycTaHOBKM af{MUHUCTPATUBHOTO MPUIIOXKEHNSI.

deployAgent.ps1 - ansi ycTaHOBKM Cryx6 BPEMEHM BbINOMHEHUST areHTCKUX CLIEHAPUEB;
deploylVR.ps1 - ansa yctaHoBku cny6 BpemeHu BbinonHeHus cueHapues IVR;

ceconr w

Ecnu npoaykT ycTaHoaBnMBaeTCs Ha OAMH CEpBEP, TO Ha HEM TpebyeTcs BbINOIHWUTL BCE CKPUMTLI.

Ecnn kynneHHas nuueHsus He npegycmartpuBaeT paboTy ¢ areHTckumun cueHapusamu unn ¢ IVR cueHapusamn,
TO COOTBETCTBYIOLLL M CKPUNT BbINOMHATL HE Hazo.

Mpw BbINONHEHUN CKpunTa ByayT 3arpyxatecs gpyrue ckpuntel. Power Shell 6ygeT 3anpawmBats paspelueHme
Ha VX BbIMOSIHEHWE HECKOSbKO pa3 OTKpbIBas AMAroroBoe OKHO.

CKpVII'IT TaK e 3anpocut noateepxaeHne NMMUeH3NOHHOro cornatleHuns. rlOﬂ,TBepLI,VITe NpuHATUE cornalleHnsa

Mocrne BbINOMHEHMS BCEX HYXHbIX CKPUNTOB Tpe6yeT0ﬂ BbINOSHUTL 3aKNYMTENbHBIE ONepaLmu

4.1. YctaHoBka b[]

BrinonHsietcst Ha cepeepe B[ . BeinonHuts ckpunt deployDB.ps1:
CO crieaytoLL MK napaMeTpamu:

MA NMAPAMETPA OMNNCAHVE NPNMEP

databaseName Mms 6a3bl gaHHbIX CTIScripting

Ons Windows-aBTopusauum

databaseUserName Mms nonb3oBaTtens 6a3bl AaHHbIX .
3aaéTca nycToe 3Ha4yeHue

Maponb nonb3oBaTens 0asbl
JaHHbIX

databaseUserPassword

Ums agMuHMcTpaTopa 6a3bl
OaHHbIX, Y Hero AOMKHO XBaTaTb
npaB Ha cosganve B[l (Tonbko
nokanbHas 3anucb MS SQL Server)

databaseAdminUser

databaseAdminPassword Maponb agMmuHucTtpaTopa b Password1

SQLSenerinstanceName Instancename ana SQL Server

Ecnn BbICTaBuUTL 3HayeHve [AnA napameTpa databaseUserName paBHOE MyCTOM CTpOKe " 10 Oypet
ucnonb3osatbca  Windows-astopusaumsa. [Ana nomnb3oBatens swve-cti-web Tpebyetca B HacTpourkax
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©e3onacHOCT NCNosb3yeMor 6asbl faHHbIX Ha3Ha4YUTbL ponm db_datareader 1 db_dataw riter.

Mocne yctaHoBkn B[] TpebyeTtcs:

Onpegenuts SID nonb3oatens svc-cti-scr;
[oGaeub B Tabnmuy dbo.Users nonb3oBatens ¢ npaBamy agMUHUCTPATOpa NPUIoXKeHWs!, yKasas:
e  Sid - Sid nonb3oBatensa svc-cti-scr;

. Name - svc-cti-scr;
IsDeleted = False;
IsAppAdmin = True.

4.2. YcTtaHoBKa agMUHUCTPATUBHOIO NMPUITOXKEHUA

BrinonHsieTcst Ha cepBepe npunoxeHuin. BeinonHute ckpunt deployDesigner.ps1.
Co cregyow umn napametpamum (CM. Tabnumuy):

NMA NMAPAMETPA OlNNCAHUE NPNMEP

webAPISourcePath
RamlGenSourcePath
webAPIPoolName
webAPISitePort
webAPISiteName
webApiUrl

activeDirectoryDomainUrl

activeDirectoryDomainProperties

activeDirectoryDomain
activeDirectoryUser

activeDirectoryUserPassword

activeDirectoryDomainGroup

databaseName
SQLSenerinstanceName

databaseUserName

databaseUserPassword

databaseAdminUser

databaseAdminPassword
webAdminSourcePath

webAdminPoolName

webAdminSitePort

MyTe Ao nanku gucTpubymea
MyTe 4O Manku NpuUNoXxeHus
Wwms lIS nyna ana Web API
Homep nopta ana Web API
MNma canta ana Web API
URL gns WebAPI

appec Active Directory

napameTpbl  HacTporkm  Active
Directory
OOMeH Aand  ayTeHTMdwKaumu

Active Directory
nonb3oBaTtenb Active Directory

naporb Active

Directory

nonb3oBartens

AomenHas rpynna Active Directory

Mmsa 6a3sbl AaHHbIX
Instancename ana SQL Server

Mmsa nonb3oBaTens 6a3bl AaHHbIX

Mapornb nonb3oBaTesns 0asbl
JaHHbIX
Ums agMuHUCTpaTopa 6a3bl

OaHHbIX, Y Hero OOSPKHO XBaTaTb
npaB Ha co3gaHne B[l (Tonbko
nokanbHasa 3anuck MS SQL Server)

Maponb agmuHucTpaTopa b
MyTs Ao mankun gucTpnbymea

Wwms 1IS nyna ana Web Admin

Homep nopta ans Web Admin.
HeobxogmMmo OTKpbITb MNOPT B

C:\CTI_Scripting_setup\WebAPI
.\Tools\RamIGen

Web API

5013

Web API

http:// 172.16.33.21:5013
172.16.33.15

DC=ENG,DC=LAB

eng.lab

t-bes\sve-cti-s-scr[1, n. 3]

CN=
ctiScriptingUsers,OU=IPCC,DC=EN
G,DC=LAB

Scripting

sa

Password1
C:\CTI_Scripting_setup\ WebAdmin
WebAdmin

5012
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webAdminSiteName

firewall

Nms canta gna Web Admin

4.3. YcTtaHoBKa cnyx06 Agent Scripting

BeinonHsieTcs Ha oboux cepBepax NpunoxeHuii. BoinonHnte ckpunt deployAgent.ps1.

Co cnegyowMm napameTpamu:

WebAdmin

VMA NMAPAMETPA OlNMVCAHUWE MPUMEP

WebAppSourcePath
AgentRTESourcePath

wcfAgentSenviceBaseAddress

RamlGenSourcePath
databaseName
SQLSenerinstanceName

databaseUserName
databaseUserPassword
webAppSourcePath

webAppPhysicalAddress

webAppStopScriptMessage

webAppPort
webAppPublicAddress

My 0o nankm auctpmbymea
My 0o nankm aucTpubymea

URL ans AgentSenice
npunoXxeHus  (He  ucnonbaywnrte
localhost). B URL porkeH 6biTb
ykasaH npotokon nettcp wm
cBoboaHbIV MOPT.

MyTb 4O ManKuU NPUIOXeEHNs

Mmsa 6a3sbl JaHHbIX
Instancename gna SQL Server
Mmsa nonb3oBaTtens 6a3sbl AaHHbIX

Mapornb 6as3bl

JaHHbIX

nonb3oBatensd

My 0o nankm aucTpubymea

nyTb pacnofioXeHus calta Ha

cepeepe

CoobLeHne, KOTOpoe BbIBOAMTCA
no 3aBepLUeHnn paboTbl cLeHapust

Homep nopta gna Web APP
agpec WebApp

4.4. YctaHoBka cnyx6 VR Scripting

Beinontuts ckpunt deploylVR.ps1 ansa yctaHoBku cny6 BpeMeHW BbINOSHEHMS

Co cregyouwummn napameTpamu:

"..\WebAppSenice
"..\WCFAgentSenice

net.tcp:// 172.16.33.21:12000/

agent

.\Tools\RamIGen

Scripting

C:\CTI_Scripting_setup \WebApp

C:\inetpub\wwwroot
\WebAppService

'‘CueHapuii 3aBepLUEH'

5014
http:// 172.16.33.21:5014/webapp

NMA NMAPAMETPA OrNMMCAHVE MNP MEOP

MediaServerSourcePath
MediaArchivePath

VXMLServerSourcePath
IVRRTESourcePath
MediaCatalogPathSetting

MediaServicePortSetting
MediaServiceHostSetting
IvrServiceHostSetting
vrServicePortSetting

MyTb o nanku aucTpubyTuBa

MyTb Ao nanku apxvBa

MyTb go nanku gucT pubyTusa
MyTb o nanku aucTpubyTuBa

MNanka ans
MediaService

Homep nopta cnyx6bl MediaService

YCTaHOBKM  CIyX6bl

IP cry>x6bl
URL v IP cny»6bl

Home nopta cny»x6bl

".\MediaServer"

" \tools\ctioutputstep-8.3.20.43
(ru).g711.zip™

".\MvrScripting"™
"..\WCFlvrService"™
'D:\CTI Output Step Media' *

6780
172.16.33.2
172.16.33.2
6781
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IvrClientSetting
sqlServerinstanceName

URL knneHnTa "http:// '172.16.33.2:6782/ivr"

Mwms aksemnnspa sql server

databaseName wmsa B "Scripting"

databaseUserName Mma nomb3osatenda BM. [lyctoe wums ™
o3HavaeT Window s aBTopu3aumio

databaseUserPassw ord

4.5. 3aknountenbHble onepaumm
MOCINE YCTAHOBKW B TPEBYETCA:

[na nonb3oBatens ynpaensiloWero nysioM MpPUINOKeHUA(CM YYETHblE 3anucK Ans YCTAHOBKW pelleHuns)
TpebyeTcss B HacTporkax 6e3onacHOCTM WCMNonb3yeMon 0Gasbl [aHHbIX HasHa4duMTb porn  db_datareader W
db_dataw riter. [pMmMep n3obpaxxeH Ha PUCYHKeE:

e User - WIN-BYELLSCKRE 1\ CTIScripting

S Script - m Help

Eﬁ Securables
A Extended Properties

Uszer name:

& Login name: [

SCTIS cripting |

' Cerificate name: I

1 Keyname: |
1 yithout login
[ Database Diagrams Dl Eiemes Idbo _I
[ Tables Schemas owned by this user
vi
5 Sl::osnyms Owned Schemas -

[ Programmability

[~ ¢ db_accessadmin

1 Service Broker [T db_backupoperator
[ Storage [T db_datareader
L3 Security [~ db_datawriter
= [ Users .
-.,_f_“ CTIScriptingser I db_ddladmin
._,_f..!. dbo T db_derydatareader v|
|8, guest < | »
£ INFORMATION_SCHEMA
'?l- M3 = Server D atabase role membership:
- 17216.33.241
| & sys Role kMembers -
Tk - .
(Y \CTIScripting Cannection: I~ ¢ db_accessadmin
23
Roles

1 schemas

[0 Asymmetric Keys

[ Certificates

[0 Symmetric Keys

[ Database Audit Specifications

2§ View connection properties

Ready

[T db_backupoperator
¥ db_datareader

W db_datawriter

I~ db_ddladmin

I~ db_derwdatareader
Ll -

TR TR

Cancel |

4

Onpegenuts SID nonb3oBatens agMuMHUCTpaTopa NPUoXeHus;
[ob6aeuts B Tabnuuy dbo.Users nonb3oBartens ¢ npaBamun agMUHUCTPATOpa NPUOXeHWs, yKasas:

e  Sid - Sid nonb3osatensa svc-cti-scr;
. Name - s\c-cti-scr;

. IsDeleted = False;

. IsAppAdmin = True.
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OATb Y3 SVC-CTFWEB MNMPABA HA UTEHNE/SATIMCb HA TATIK LOGS B CNEQYIOWN X MECTAX:

Hate ¥3 noa kotopon panboTaeT nyn NpUIIOXKeHWI NOSHbIE NpaBa Ha CreayoL ue narnku:
. C:\ProgramFiles(x86)\CTN\CTI Scripting\WCFAgentSenvice\Logs;
o C:\inetpub\wwwroot\WebApi\RamITmp;
. C:\ProgramFiles(x86)\CTN\CTI Scripting\WCFAgentSenice\ RAMLGen.

YcTaHoBKa 3aKoH4YeHa.

4.6. Hactpovka nepenayn ceptudukaTta goctyna K web cepsucam

YT106b1 CEpMdMKAT AOCTyNa Kk web cepBMcam nepegaBarncs BMECTe C 3anpocoM K cryxbe Tpebyetca gobasButs
criegytouwyto HacTporky B dpann B WCFAgentSenice app.config B cekumio <AppSettings>:

<appSettings>

<add key="ClientCertificateSerialNumber" value="{REST-Requests client certificate
serial number}" />

</appSettings>

B kauectBe REST-Requests client certificate serial number nuwetca Serial Number cepdumkara. Ecnm
AnvHa 3HadveHus Serial Number ceptudumkaTa 6e3 npobenoB MeHbLLe YeM 32 CUMBOSA, TO HY>XHO J0MOSHUTL
ero Hynamu 0o 32. Hynu 1pebyeTtca BCTaBUTb B Ha4ano Homepa.

4.7. 3ameHa cepTugumkaTta OCTyna K BHeLLHUM web cepBucam

B crny4yae HeobxoguMmocT 3ameHbl cepMdmKaTta gocTyna K BHeWHMM web cepsucam Tpebyetcsa gobaButb
cregyroLyto HacTporky B dpann B WCFAgentSenice app.config B cekumio :

<appSettings>

<add key="ClientCertificateSerialNumber" value="{REST-Requests client certificate
serial number}" />

</appSettings>

B kauectBe REST-Requests client certificate serial number nuwetcs Serial Number ceptudmkarta (cm. 5.2, n.
11). Ecnm gnvHa 3Hadvenust Serial Number ceptudumkata 6e3 npobenoB mMeHble 4em 32 CMMBOIA, TO HYXXHO
OONOSHUTL ero Hynsimu ao 32. Hynm 1pebyetcsa BCTaBUTL B Havaro Homepa.

4.8. Hactporka MuHMManbHoro Bpemenn peakuum WebAppService

[na toro 4toObl MMHUMKM3MPOBaTL Bpemsi peakumn WebAppService HeOOXOAMMO BbLIKIMIOYUTL Mepesanyck u
OTKITIOYEHNE MO HeakTMBHOCTU Af1a cBsidaHHOro WebAppPool (HacTponku 11S).
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J » RND-PM-32 » Application Pools

File Help
e-id |5 |8 % Application Pools
9 Start Page This page lets you view snd manage the list of spplication pools an the server, Applicstion pools are associated with worker
4§ RND-PM-32 (RND-PM-22\Administrator) processes, contain one or more applications, and provide isolation amang different applications.
i[5} Application Pools“
2 & Sites Filter: - ¥ Go - gShow Al | Group by: No Grouping <
€ WebAdmin Name * Status  .NETCLRV.. Managed Pipel.. |dentity Applications
b WebApi B NETVAS Started  v40 Integrated ApplicationPoolld... 0
4-€) WebAppService L NETv45 Classic  Started 4.0 Classic ApplicationPeclid... 0
b+ bin [ DefaultAppPool  Started w40 Integrated ApplicationPoolld.. 0
p-[ fonts (5 WebAdmin Started w0 Integrated ApplicationPoolld... 1
p- img ) WebApi Started w40 Integrated ApplicationPoolid.. 1
Eg ::’?:ﬁ [ WebAppPool Started w400 ApplicationPoolid... 0
b styles

& Add Application Pool...

Set Application Pool Defaults...
Application Pool Tasks

Start

Stop

N

Recycle...

Edit Application Pool
Basic Settings.
Recycling..
Advanced Settings...

Rename

@

K Remove

View Applications

@ Help

[ T Features View |2 Content View

Recycling — BbIknounTs BCE onumu;

9

Internet Information Services (1IS) Manager

@® ) [2 ) RuD-PM-32 » Application Pools

file View Help

e -H\& |8

& Start Page
493 RND-PM-32 (RND-PM-32\Administrator)
L2} Application Pools
4.8 Sites

b WebAdmin

1) WebApi

2@ WebAppSerice
-1 bin
- fonts
b [ img
b~ Logs
b scripts
b styles

@ Recycling Conditions

Fixed Intervals

[] Regular time intervals (in minutes):

[] Specific timefs):

Example: 20:00:0:00

[] Fixed number of requests:

L]

Memory Based Maximums

[] Virtual memory usage (in KB):

L]

[] Private memory usage (in KBJ:

L]

previous [ Met | [ Fnsh | [ Concal

Content View

[ =] Features View

Advanced Settings -> Idle time-out = 0

& Add Application Pool...

Set Application Pool Defaults...
Application Pool Tasks

Start

Stop k

Recycle..

Edit Application Pool
Basic Settings...
Recycling..
Advanced Settings...

Rename

K Remove

View Applications

@ Help
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L=
(CHE) ‘@ + RND-PM-32 » Application Pools

File View Help

@1z 5 ST s L Eyry—
@ Start Page

Internet Information Services (IIS) Manager

Thi Set Application Pool Defaults...
roiy - is page 1 | pare associsted with worker
485 RND-PM-32 (RND-PM-32\Adrministrator) processes|| | 4 €PU ] K P
[} Application Pools Limit (percent) 0
4.6] Sites ites Limit Action MNoAction .
b € WebAdmin Name Lirit Interval (minutes) 5 | PBrcations Stop
b & WebApi & neT Processor Affinity Enabled False ey
4 €9 WebAppService & NET Processor Affinity Mask 4234967295 Edit Application Pool
»-L bin L Defau Processor Affinity Mask (64-bit ¢ 4284067285 - Basic Settings...
b fonts EIWebAl| | 4 Process Model - Recycling..
p-Himg webAll | b Generate Process Model Event L Advanced Settings..
b %I Logs [ Weba)| Identity ApplicationPoolldentity Renams
E = :;::;5 Idle Time-out (minutes) 0 X Remove
Idle Time-out Action Terminate
Load User Prafile False VinppScang
Maximum Worker Processes| 1 @ Help
Ping Enabled True
Ping Maximum Respanse Time | 90
Ping Pericd (seconds) 30
Shutdown Time Limit (seconds) 90
Startup Time Limit (seconds) 90 v
Idle Time-out (minutes)
[idleTimeout] Amount of time (in minutes) a worker process will remain
idle before it shuts down. A worker process is idle if it is not processing
requests and no new requests are received.

Features View

£ Content View




4.9. YcTaHoBKa NUUeH3nm

Ona  nomyyeHus nuueH3wiA 3anyctute npunoxeHve hwidgui wn3  gupektopusi  noctaeku\licensing
(C:\CTI_Scripting_Setup\licensing)

| = | Application Taols licensing I;‘i-
(F ] 5 v M >
e SE ’J.fﬁt hrn;flge
R
- 1T

, v This PC » Data (D:) » CtiScripting_2.0.0.2 » licensing v G| | Search licensing 2 |

iz
(=)
4

) Vss ) Mame Date modified Type Size

) Web
J WID
, Win5xS
w Data (D)
8 DVD Drive (E:) IR2_SS5_XB4FREV_EN-US_DVS

[=3] hwidgui.exe 29.06.2017 12:47 Application 14 KB

4 Libraries

?j Metwork

1M KARUS

L2-AG

L2-DC

L2-1CM1

L2-1PCCl
RECORDIMNG2
RKOZYRIN-W52016
RND-OUTBOUND
RND-OUTBOUND-02
RMND-PM-31
RND-PM-32

tsclient ~

e Em B Em En En Em e
i {E B B R R R R R R
m

1item 1 item selected 14,0 KB

Ckonupynte HardWare ID n oTowwinute 3anpoc B TeXNOAOEPXKKY.

o) Hardware |D Yiewer | = -

Hardware |D: | DC16AB7E3A54E 42FFFEIEE 7AD AR 7B A |

| Copy | | CJuit |

MonyyuTte creHepupoBaHHbIe NMUEH3NOHHbIE diann oT Texnogaepxku: license.dat.

YCTaHOBUTL NLEH3UM, [06aBMB MULEH3VNOHHDBINA haiin UPEKTopum (Mo YMOM4YaHuo):

. Ha cepeepa c¢ Agent RTE B Aaupektopuio C:\Program Files (x86)\CT\Page Maker\WCFAgentService
NMUEH3NOHHbIN dann ana Engine;
. Ha cepsep ¢ WEB API B gupektoputo Ciinetpub\w ww root\Web APNpp_Data NMUEH3NOHHbI dain gnsi

penaktopal2. [lepesanycmte cant WebAPI B lIS n 3anycmte cnyx6y CTl Page Maker v3 Agent RTE.
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[MpoagykT CTI Scripting 1 BLICOKO4OCTYMNHOE
peLueHne



5. MpoaykT CTI Scripting 1 BbICOKOQOCTYMHOE peLleHne

Ecnv npuHaTO pelleHne ncnonb3oBaTb BbICOKOAOCTYMNMHOE peLleHne npu yctaHoBke npogykta CTl Scripting 1o
pekomeHayeTcsa crneayoLw i NoaxXoa:

Wcnonb3oBatb ABa (UM HECKOMNbKOo) cepBepoB 6a3 AaHHbIX 06beanHéHHbIX B MS SQL Failover Cluster nnu B
rpynny Bbicokon goctynHoc AlwaysOn;

WMcnonb3oBath ABa (UM HECKOMbKO) cepBepoB NpunoxeHuin oobeauHéHHbIX B Microsoft NLB Cluster.

Mpn aTom TpebyeTcs
B pesynbTaTte BbINONMHEHNS NOAFOTOBUTENMbLHBLIX Onepaumii AomkeH BbiTb NonyyYeH crefyoLw un pesyneTaT:
1. YctaHoBneH .net framework 4.5 Ha Bcex cepBepax NpUNOKEHWN;
2. YcTaHoBneH (BKMtoYeH) cepeep npunoxeHun lIS Ha cepeepax NpunoxeHun;
3. Ha cepepax npunoxenun anda IS BkrnoyYeHa aHOHMMHAsA nNpoBepka MOASMHHOCTM WM MpoBepkKa
noanmHHoc™ Windows;
Ha cepBepax npunoxeHun yctaHoBneH mogynb URL Rewrite 2.0;
5. Ha cepsepax npunoxeHmn BknoveHa onuma «Windows Communication Foundation HTTP
Activationy;
Ha cepBepax npunoxenun yctaHosneH Web Platform Installer;
7. Ha cepBepax npunoxeHun un cepsepax yctaHoBneHbl Windows PowerShell 2.0 n Windows
PowerShell ISE;
8. Ha cepBepax npunoxeHuin pacnpoctpaHsiemble naketsl Visual C++ gna Visual Studio 2013;
9. Ha cepBepax npunoxeHun yctaHosneH Node.js.
10. CepBepbl NpUNoXXeHNn 4ormkHbl 6biTb 06beanHeHbl B NLB-knacTtep cpegctmamu Windows.
11. Oksemnnapy MS SQL Server gormkHbl 6biTb 06beanHeHbl B MS SQL Failover Cluster unu B rpynny
BblcOKoN gocTtynHoct AlwaysOn.

&

o

Ha kaxxabin cepBep 6a3bl AaHHbIX AoimkHa ObITb ycTaHoBNEeHa 6a3a faHHbix CTI Scripting (B cnyyae MS SQL
Failover Cluster Tonbko Ha OCHOBHOW cepBep).
Ha kaxxabin cepBep NpunoxeHun tpedyetca yctaHoBuTb cnyx6bl CTl Scripting.
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6. Hactpownka pabotel no npotokony https
6.1. Hactponka goctyna K BHelWHMM web cnyx6am

YTto6b! ckpunTbl, co3gaBaemblie npu nomown CTI Scripting mornm obpalyatbecs Kk BHELWHUM web cnyxbam no
npotokony https HyxHo 4TOBbLI CEpMdmKaT Ans gocTyna K web cry>k6am gormkeH OblTe yCTaHOBMEH B account
nonb3oBaTtensi OT MMeHN KoToporo pabotaeTt cpena Bpemenn BbinonHeHus (WCFAgentSenice (Agent RTE)).
[nsa atoro TpebyeTcs:
OTKpbITb KOHCOMb yMpaBreHus (mmc.exe) OT MMeHW MoMb3oBaTtens C npasamMy agMuHUCTpaTopa.
Onsa atoro Ha mmc.exe (nanka System32) Haxats knasuwy SHIFT n npaBylo KHOMKY MbIwW 1
BblOpaTe NyHKT «3anycTMib OT MMEHW OPYroro nonb3oBartens». B OTKpbiBLIEMCS OKHE BBECTU MMS

nonb3oBaTtenia 1 ero naporsb.

Bl Desktop

18 This PC
o Libraries

L2-AG
L2-DC

L2-IPC

& Downloads

=1 Recent places

A Administrator

s‘j Metwork
IKARUS

L2-ICM1

- O

o

RECORDING2

Run as different user
Please enter credentials to use for C\Windows\System32\mmc.exe,

‘ LlEEI' name |

I | ‘ Password |

Dormain: RMD-PM-32

Connect a smart card

@

2013 15:44
2013 15:44
2013 15:44
2013 15:44
2013 15:44
2013 15:44
2013 15:44
2013 15:32
2013 14:39

2013

5

@ m

5

@ m

5

-5

2013 14:49

.2013 13:59

o [ [ W = | Application Tools System32
Home Share View Manage
T| ;v ThisPC » System (C:) » Windows » Systern32 W C,-‘ | Search System32
- Favorites ~ MName Date modified Type
- i - . 182013 13044 Application extens..
B Desktop Windows Security

Application extens...
Application extens...
Application extens...
Application extens...
Application extens...
Application extens...
Application extens...
Application extens...
Application extens...
Application extens...
Application extens...
Application extens...
Application extens...

Application extens...

11.2013 11:29

REOZYRIMN-WS2016

Application extens...

RMND-OUTBOUND

06,2013 18:48

DAT File

8.2013 13:46

RMD-OUTBOUND-02

Application extens...

= )
v FAMC.EXe

22.08.2013 15:01

Application

m=

3 378 iterms

1itemn =elected 1824 MR

B meHio ®aiin BbiGpate nyHKT Add or Remove Snap-ins. B OTKpbIBLIEMCS OKHE B JIEBOM CMMUCKE
Bblbpats Certificates 1 HaxxaTs kHonky Add.

I [ =

Application Toals

System32

Share

View

Manage

Add or Remove Snap-ins

File Actio

Available snap-ins:

| Console Rod

Snap-n
§Acti\re Directory Do...
[l Active Directory Site...
: Active Directory Use. ..
- ActiveX Control
[Z ADSI Edit
Authorization Manager
E-Certintes |

H Component Services
E'é' Computer Managem...
g=p Device Manager
=¥ Disk Management
Q Event Viewer

"I Folder

=L Group Policy Manaa. ..

Vendor

Microsoft Cor...
Microsoft Cor...
Microsoft Cor...
Microsoft Cor...
Microsoft Cor...
Microsoft Cor...
Microsoft Cor...
Microsoft Cor...
Microsoft Cor...
Microsoft Cor...
Microsoft and. ..
Microsoft Cor...
Microsoft Cor...
Microsoft Cor...

Description:

Selected snap-ins:

‘fou can select snap-ins for this console from those available on your computer and configure the selected set of snap-ins. For
extensible snap-ins, you can configure which extensions are enabled.

| Console Root

Edit Extensions. ..

The Certificates snap-in allows you to browse the contents of the certificate stores for yourself, a service, or a computer.

OK ‘ | Cancel

- O

ot]

s view,
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Bbibpatb onuuto My User Account

[ = | Application Tools System32 ==
Home Share View Manage

= Add ~r D 0 Cnne in X
T = o
- Certificates snap-in
File  Actio f snap-ins. For
@ $ This snap4n will always manage certificates for:

| Console Red

) Computer accournt

Edit Extensions...

s View,

Advanced...

< Back Finish ‘| Cancel |

@ computer.,

| oK || Cancel |

>

[anee B koHconb crnesa Bbibpats y3en Certificates -> Personal n B KOHTEKCTHOM MeHI0 Bbibpath

nyHKT All Task -> Import.

EF\I& Action View Favorites Window Help

Y EEIEE

Consolel - [Console Root\Certificates - Current User\Personal]

~ Console Root

4 _ﬂ}J Certificates - Current User
| Personal

b [ Trusted Root Certification Authorities

b | Enterprise Trust

I [ Intermediate Certification Authorities

I [ Active Directory User Object

I || Trusted Publishers

I [ Untrusted Certificates

[l Third-Party Root Certification Authorities

b 1 Trusted People

- || Client Authentication Issuers

I [ Smart Card Trusted Roots

Object Type

There are no items to show in this view,

YKkasatb umnopmmpyembli dann.

Mocne 3aBepLUeHUsa MnopTa ceptMdmkaTr O0TobpasuTcst B Cnmcke

cneBa. OTkponTe ero CBOMCTBa ABaXAbl KNMKHYB Mo CTpoke. Ha 3aknagke Details ects napametp
Serial Number. 3anunwuTe ero aHadeH1e uUnmM CoxpaHuTe ero 3Ha4YeHve B KakoM-nmbo dpanne.
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™ Certificate ‘
m Details | Certification Path
Show: | <All= W |
Field Value #
Bversinn V3
Serial number 01 =
BSignaturE algorithm shalR5A
BSignaturE hash algorithm shal
Blssuer AddTrust External CA Root, A...
[=|valid from 30 mam 2000 r. 14:48:38
[=]valid to 30 mam 2020 r. 14:48:38
gSubject AddTrust External CA Root, A.., |+
01
| Edit Properties... | | Copy to File...

CepuitHblii Homep cepTudmKaTa gorkeH bbiTb YkasaH B napameTpe ClientCertificateSerialNumber
MpY 3aMofHeHWN NapaMeTpoB B CKPUMTE YCTAHOBKM UMM MOXHO 406aBWUTb CrieaytoLlylo HacTpolrKy B
dann B8 WCFAgentSenvice app.config B cekuuo <AppSettings>:

<appSettings>

<add key="ClientCertificateSerialNumber" value="{REST-Requests client
certificate serial number}" />
</appSettings>

6.2. Hactpoinka napameTpoB ansa nogknodeHna Kk AD yepes LDAP over
SSL

1. B IIS B aupektopum WebApi B daiine Web.config Heobxoaumo nsmennts 6rnok Active Directory cnegytowimm

obpasom:

<k-Active Directory-->

<l-- HACTPOVIKA MAPAMETPOB 4N ®OPM/POBAHMA CTPOKM MOOKIKOYEHMA K AD C LDAP OVER SSL -->

<k- ykasblBaeTcsa JOMeHHOe ums (Hanpumep, domain.com) u nopT 636 NoakMioYeHUs K JOMEHyY, N0 YMOYaHWo AaHHbIN NopT
ucnonbayetcs anst LDAP over SSL -->

<add key="activeDirectoryDomainUrl" value="domain.com:636" />

<k- ykasblBalTCH CBOMCTBA AOMEHA -->
<add key="activeDirectoryDomainProperties" value="DC=DOMAIN,DC=COM" />

<l- ykasblBaeTCcsi UMSl JOMEHa -->
<add key="activeDirectoryDomain" value="domain.com" />

<l- HACTPOWVI KA NOIMHA U MAPONA MNONbL3OBATENA 13 AD, HEOEXOAMMOIO ANA MOMYYEHN A CMIMCKA
MONb3OBATENEA -->
<add key="activeDirectoryUser" value="username" />
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<add key="activeDirectoryUserPassw ord" value="passw ord" />

<l- HACTPOWVI KA I'PYMIbI B AD, B KOTOPOW BYLET BbINOMHEH MOV CK MONL3OBATENEA -->
<add key="activeDirectoryDomainGroup" value="CN=%CN%,0U=%0U%,DC=%DC%,DC=%DC%" />

<l- BKINMIOYEHM E PABOTbI LDAP OVER SSL -->
<add key="activeDirectoryOverTls" value="true" />

2. MNepe3sanyctb cepsep B IS u cnyx6bl Windows.
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117218, r. MockBa, yn. KpxwxaHoBckoro, a. 29, kopnyc 1 (5-1 atax)
TenedoH:
+7.495.784.73.13

+7.495. 784.73.11 - TexHnyeckas noggepxka
8.800.550.43.57 - MHOrokaHarbHbIn TenedoH
E-mail: support@cti.ru

Web: www.cti.ru
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